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20 years of experience Iin data
management, stewardship & governance in
FinServ: S&P Global, AlG, Morgan Stanley
Institutional and W ealth Management
Adjunct Faculty Member at Carnegie
Mellon’s CDataO Program

EDM Council Women Data Professional
Forum’s Global Co-Lead for Events
Founding Member of Women Leaders in
Data & Al and Cultstrata.Al (startup for
privacy, security, and data)
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What is BigID?

The first Al-augmented data discovery and risk remediation platform for Cloud, SaaS & Data Center

Unmatched Data
Discovery

Automated dark data,
duplicate data, and shadow
server discoveryin Cloud +
Data Center & Structured +
Unstructured

More Remediation
Actions

Only DSPM to natively support
delegated remediation, retention,
minimization, deduplication,
obfuscation, labeling and more.

Advanced Al
Classification

Industry first tunable and trainable
classifiers. First platform to
support NLP, Graph, Generative &
Deep Learning Al optionsin
addition to non-Al pattern.

Stateful Privacy &
Governance

FIrst DSPM to maintain a
stateful inventory of sensitive
data to support data privacy &
governance use cases.

Smarter Risk
Analysis

Understand aggregated risk
based on data sensitivity,
access, cross border flow,
duplication and deployment
configuration.

Built for the
Enterprise

Only DSPM with fully
integrated PIM / PAM support,
native RBAC, configurable
sampling, local processing etc.

Identity / Location
Awareness

First DSPM with patented
ldentity & residency
awareness for automating
compliance with privacy &
residency use cases.

Category Leading
Partner Ecosystem

Only DSPM certified for
Snowflake, Databricks,
ServiceNow, Splunk, Hashicorp,
Purview, Cyberark, PCl, HIPAA etc
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Gain Total Visibility and Control over Data

Data You Know

L ]
B Data You
GDPR Data
Don't Know
®
Metadata
CCPA Data
Pll / PIData
Credentials
Client Data
Sovereign Data
Test Data

Duplicate Data

GLBA Data

Connected &
Derivative Data

ROT Data

Legal Hold Data

PCI Data

3rd Party Data
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Discover and Connect Across Data Silos

Unstructured
0365, SMB, Gdrive, MS
Docs, PDFs, Google Docs,
Images, Spreadsheets, Zip,
Bl files, Parquet, Images

Structured

Mainframe
VSAM, DB2, etc

SQL, API, Presto,

DB2, Hana, etc

Pipelines Cloud laa$ Applications
Kafka, Kinesis, FTP, AWS, Azure, GCP, IBM SAP ERP, Oracle ERP,
APl etc Openshift Confluence, Jira, Tableau,

etc

Big Data & NoSQL

Cloudera, Teradata,
Yellowbricks, Databricks,
Snowflake, BigQuery, Azure
Lake, S3, Synapse etc

Cloud SaaS

Salesforce, Workday,
Zendesk, Hubspot, Github,
ServiceNow etc

Messaging
Exchange, Outlook, Gmail,
Slack, Teams, etc



DATA LIFECYCLE MANAGEMENT
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Use AlI/ML to Know Your Data

Tunable and trainable pattern

60\6‘\’0 detection including toxic combos.
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Let's take an example of sensitive data!

Personally Identifiable Information
Personal Contact Information
Personal Demographic Information
Personal Financial Information

Personal Health and Medical Information

Personal Biometric Data
Personal Online Identifiers
Personal Location Data

Personal Employment Information

Personal Preferences



@ Big

U.S. Patented Identity & Residency Awareness

Bertie Wooster  bwoost@yahoo.com  head injury

v Find All Data Connected to a Person @@ | roverpsmin  wsmin@omaicon fingersproi
OneDrive fRosie Banks rbanks@hotmail.com tog fracture

AC Foss Any Data Store Anatole anatole@chef.com forearm burns

- A
‘ ';—;fl‘-” 4483103912 Rubert Psmith  Corfby Hall

7121138041 Juha Fish 902 Strabnot Sq

v Fully Automate Data Access & Deletion
Fulfillment

v Determine Country and State of
Residency for X-border Violations

v Simplify Breach Impact Analysis &
Response Based on Residency Q

4483103912 13 March 2019 14 March 2020
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Best Practices for Continuous Compliance and Visibility
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Automated Discovery
data source connection &
discovery for cloud and
data center

O

O

p 0,

Classification Policy Management:
and Tagging: End-to-End Data align data to controls
automated identification of Governance Use Cases: and policies for
sensitive and critical data Data Minimization, Data monitoring and reporting

Retention and Data
Deletion
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Industry-Leading Enterprise:

Privacy Protection

Scalability

i . Modern scan reporting and progress
Classification & Catalogue tracking across data sources
|dentification of sensitive data inside

a searchable catalogue
Changing Privacy Laws

Address evolving data privacy and

protection regulations with privacy

rights management and reporting

Automated Reporting

Automate preferences, data rights,

assessments, RoPA and dynamic data map
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Industry-Leading Enterprise:

Zero Trust: Security

> ) Risk posture management including on-demand, risk-

aware, data-centric security for data across the cloud

> Protect your company from fines, data breaches,
and damages to brand reputation by reducing
the attack surface and remediating risk.

> Find and secure secrets inside your company:

passwords, API keys, encryption keys, session _ . ,
keys CR =5

> | Advanced Role Based Access down across UX and BRI a
Apps to enable custom scoping of what different
users can see and do



INDUSTRY USE CASE: LAW FIRMS

RISKS AND CONSEQUENCES DATA CHALLENGES

e |egal Exposure e Fear of Spoilation

e Security Risk e Uncertainty of Data to
Delete

e Cost of Storage
® Time-consuming to

e Low Technology delete data
Resources

e Path of |least resistance




INDUSTRY USE CASE: RETAIL INDUSTRY

RISKS AND CONSEQUENCES DATA CHALLENGES
e CyberSecurity Risks e Siloed legacy data
e Global Privacy Laws ¢ Transactional data

e Economic Risks e Non-regulated industry
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Statefulness for Privacy & Governance

Continuously Updated Virtual Inventory to Support More Use Cases

PRIVACY GOVERNANCE
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Thank you for attending!

IS

B .
BiglD Contact

Security ° Privacy - Compliance - Governance
info@bigid.com

© @bigidsecure
© bigid.com/blog

(@) scan ME
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