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Some definitions to
help our conversation

* Generative Al is a category of Al algorithms that focus
on generating new content, data, or patterns after being
trained on existing information.

» Generative Al includes text, images, video, or even music
(tool names)

« Large language models (LLMS) are a subset of
Generative Al trained on vast amount of text data

* LLMs calculates probability distribution over sequences of
words and scores the likellhood of word sequences

* Parameters in LLMs help the model to understand
relationships in the text, which helps them to predict the
likelihood of word sequences

« By sampling over the probability distribution, the models
can write text mimicking human-like language
understanding

« Al-assisted development often refers to using LLMs to
improving developer productivity
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Who is using Generative Al in their
enterprise?

How is Generative Al being used?

Do you have a corporate Al
strategy?
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Applying Generative Al:

the question is not if but how




g SDLC and Testing

Three Areas Soo Cybersecurity
for EA Focus
Start with anything '
O repetitive then expand
IT Operations ,
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Applying to the SDLC

» Faster adoption into the LC/NC platforms
» Code Generation and Testing

* Personalizing User Experience O

Key Considerations

« Ethical Al: Ensuring that the Al does
not propagate existing biases in code

* Quality Assurance: Rigorous testing
to ensure generated code meets
quality standards
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Improving Cybersecurity

* Threat Modeling
« Security Protocols

Key Considerations

- Data Privacy: Ensure that Al models are
trained on anonymized data

 Human Oversight: Maintain human
supervision for crucial security decision
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IT Operations

 Automated Resource Allocation
* Predictive Maintenance

Key Considerations

» Cost: Careful assessment of ROI for
Implementing Al-driven solutions
« Scalability: Solutions should be able
to scale as the organization grows
10
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Adding Al to the
Enterprise Strateqgy
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Parts of an Al Strategy

Organizations need to thoughtfully
Incorporate generative Al into the
enterprise strategy

 Needs Assessment

 Pilot Programs
 Skill Development
« Governance
* Monitoring and Feedback Loop
* Thought Leadership
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Questions
to ask

your
platform
vendors

How does the platform ensure the security and privacy
of data used by the generative Al models?

What measures have been taken to prevent the Al
model from generating malicious or vulnerable code?

How does the platform manage and control access to
the generative Al models and their generated outputs?

How does the vendor handle Al model updates, and
what steps are taken to evaluate and maintain the
security of the generative Al models over time?
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More
questions

to ask
your
vendors

What are the pricing options and licensing terms for
using the generative Al features?

Are there any hidden costs or usage limitations we
should be aware of?

How does the tool handle edge cases or unexpected
inputs?

Are there any built-in fail-safes to prevent the generative
Al from producing harmful or problematic code?

Can the generative Al model be fine-tuned or customized
to our organization's specific coding standards and
practices?

Is it possible to extend the model's capabilities to address
our unique requirements or use cases?
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* Prompt engineering as a discipline; turning
human factors on its edge

« Human-Machine teaming
« Software team performance

Othe r th i n gs « Trust and reliability in software outcomes when

driven by Al-assisted or Al-generated software

we need to « Automating decisions and software development
understand e

 Ethics of prompts and who owns the data once
created

We can't put the genie back in the
bottle: we need to discuss,
research, and understand
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Call to
Action

Your next steps:

« Connect with your vendors to ask model quality
and security questions

» Ask your platform vendor about their Al roadmap

« Pulse your organization to see if and how
generative models are being used

« Enable research and discovery or LLM usage with
Cybersecurity as your highest priority

« Establish on reasonable guardrails

« Share your organization’s story and lessons
learned

* Continue to share out new use cases and new
tools
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