














Federal Data Strategy calls for the federal government to replicate, 

accelerate, and scale leading practices related to government data (M-

19-21/M-23-07)

• Provide consistent, reliable, and privacy-preserving access to federal 

government data to the public, businesses, and researchers for commercial and 

other public purposes

• Permanent federal records and appropriate metadata must be created, 

managed, and maintained in electronic format

Balanced objectives for deriving insight and value from data, while 

managing risk and adhering to obligations







For example, many insurance companies now offer 
potential savings in automotive insurance if allowed 

to monitor driving habits in real-time. 

• These applications capture tremendous amounts of information, 
from duration, distance, acceleration, speed and other attributes 
for a given individual. 

• This allows the companies to create models of risk and alter 
coverage rates based on this analysis but create vast amounts of 
new data.

Insurance companies also develop insurability scores 
and models, based on extraordinary aggregation of 

publicly and privately available data. 

• The aggregation of this data comprises some of the most 
expansive views of an individual’s habits, practices and personal 
information. 



Country Relevant Law

China Data Security Law of People’s Republic of China, severely limits data 

that can be shared outside of country

France Proposed data security law effectively precluding the use of cloud-

infrastructure not owned, controlled, or managed by France-based 

resources for ~600 “vital” or “essential” companies

KSA and Emirate of Dubai Both have classification regimes as a predicate for data that can be 

moved to cloud-environments, and initiatives to fund major cloud-

vendors in country

Germany Sovereign Cloud Initiative, run in country by T-systems (subsidiary 

of Deutsche Telekom) for mandated classes of information

U.S. Controlled Unclassified 

Information (CUI)

Establishes classes of government and contractor information 

subject to specific protections and sovereignty requirements



Establish
Establish clear understanding of critical 

data and workloads

Understand
Understand where relevant data is 

created, disseminated, and stored 

geographically (including third-parties)

Leverage
In-country cloud-infrastructure if 

possible, to avoid setting up internally 

managed data centers

Classify
Look at solutions that assist in classifying 

data, either with embedded AI/ML, or 

ability integrate AI/ML solutions





Use Case AI/ML Used

Content Classification Combination of supervised and unsupervised learning.  Will 

become critical throughout data governance models

FOIA Content 

Identification

Primarily supervised learning, with some unsupervised 

learning for clustering/categorization

Contract or 

Document 

Construction

Generative AI, creating contracts or documents based on an 

LLM.  May be industry or sector/agency specific models

Service Interaction Generative AI, providing self-service answers to 

questions/queries, without having to search through results



Models Considerations

Your data, your models Provides highest levels of control, and also higher levels of precision 

based on your data, operations, business, etc.  Downside is lack of 

leverage what others have created

Other’s model, your data Using third-party models, but applied against your data.  May require 

additional levels of training, but leverages learning from others while 

limiting access to your data

Sharing your data to create models Everybody benefits from improved models, but key is what data is 

actually shared and stored elsewhere.  Non-generative AI lower risk 

than generative AI use cases

Sharing your queries to create 

content/models

Questions/queries are shared, which could include things like source 

code, copyrighted material, etc.  High risk, unclear reward





Your Digital Transformation Journey 
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